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. Privacy problem with Al?

A Artificial Intelligence: uses (ML) machine learning algorithms to make useful predictions

A Input: your data
A Output: some recommendation, decision, or classification

A Privacy problemyou have to inpuyour datain order to get the valuable prediction!
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. New mathematical tool:

Protect privacy and security of your data through encryption

Need encryption which you can compute on:

Homomorphic Encryption!



Protecting Data via Encryption:
Homomorphic Encryption

1. Put your gold in a locked box.
2. Keep the key.

3. Let your jeweler work on it through a glove box.

4. Unlock the box when the jeweler is done! :




. Homomorphic Encryption
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Alice and Bob in
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A Computation on encrypted data without decrypting it! e

A 2009: Considered impractical

A 2011: Surprise breakthrough at Microsoft Research e ha T e
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A Practical encoding: 4 orders of magnitude speedip

A 2016:CryptoNetsevaluates neural net predictions on
encrypted data!




‘Highlevel Idea

A Encryption:
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U Decryption subtracts the secret inner product and the noise becomes easy to cancel

A Hard Problem:
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U If you have a short basis, itis easy to decompose vectors

A Homomorphic property:
U Lattice vector®\ coefficients of polynomials
U Polynomials can be added and multiplied



SEAL

[ ) # WIRER To Protect Genetic Privacy, Encrypt Your DNA

SIET0 PROTECT GENETIC PRIVACY,

A Simple Encrypted Arithmetic Library (SEAL) = R
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A Public release by Microsoft Research in 2015 = Changing the security landscape for entrepreneurs  DRE LIVES
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A Widely adopted by teamsworldwide SooEsoz:

A OSS release of Microsoft SEAL 2018 = Y . - o
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A Standardization of HE: ﬁ S=c
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Microsoft researchers smash
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Here’s how Apple, Google, and Microsoft are trying &+
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Matt Lauer Fired from NBC News Amidst
Alleged Sexual Misconduct, Assault, and a
Bombshell Investigation



http://sealcrypto.org/

Standardization: HomomorphicEncryption.org

MSR launched in 2017 Applications in regulated industries require standardization
Four workshops: Microsoft, MIT, U Toronto, Intel Standardization creates trust
HES 1.0 Standard, November 2018 Open standards highly preferred in cryptography

Royal Society (PET) Report 2019



